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1.
a
b Filter
// filter TEST
new filter inf/TEST
/l TEST

delete filter in'TEST

2. HiIiPER LAN
HiIiPER LAN Filter

delete

WAN
Internet

Internet



I nternet

HiPER

HiPER

HiPER
Filter

HiPER
HiPER HiPER

1.1 Filter
HiPER

111 IPFilter
IP Filter IP

IP
UDP

Internet
Internet
HiPER
HiPER
Filter HiPER
HiPER
HiPER
Filter IPFilter IPSSG Filter
IP
TCP UDP

Internet

HiPER

Generic Filter

TCP

HiPER

Ethernet



1.1.2 | PSSG Filter
I|PSSG Filter Filter HiPER Filter IPSSG Filter IP
Filter MAC IPSSG Filter
, GROUPNAME
IPSSG
1.1.3 GenericFilter
Generic Filter bytes bits Generic
Filter
114
Generic Filter IP Filter IPSSG Filter
IPSSG Filter IP Filter IP Filter IPSSG Filter
IPSSG Filter MAC IP Filter
Filter MAC IP Filter
MAC IPSSG Filter
Generic 1P IPX NETBIOS
QQ MSN
HiPER IPFilter  Generic Filter
IPSSG revison
“ Feature enabled” IPSSG IPSSG Filter
- TN S ——
hiper® revision ?;;SG ;j;'bh
I Tawet: i
loadname fw3300NEBv486. bin 105838 AN-041 238 wEer Lilinmz-ast,
NBID: 4420041
Feature enabled: RTC  FPPOE VPN ( PSSG DDMZ  CBQ
Product [D: 3300WF
1.2 Filter
Filter HiPER “ forward=Yes” “ forward=No"
Filter
HiPER HiPER

proxy

log syslog aaa tape



1.3 Filter

Filter HIPER “In”* Out” Filter
HIPER Filter
In — HiPER
HiPER
Filter
Out — HIiPER
HiPER
Filter
Filter In  Out HIiPER
Filter Filter In HiPER Filter
Filter Out HIPER
Filter
HIPER
Filter Filter In
1 HIPER LAN WAN
Internet Filter LAN
In Filter WAN Out

LAN

.

In —__ Out
— — g HPER
1 Filter
HiPER NAT
Internet Internet
LAN LAN Filter In
1.4 Filter
HiPER Filter HiPER
Filter
Filter HiPER Filter
Filter
HiPER HiPER
Filter HiPER

Filter



Filter

HiPER
Filter
HiPER
MSN MSN
2 Filter
2.1 / / Filter

new filter {in | out} ffilter_name
delete filter {in | out}/ filter_name
show filter {in | out}/ filter_name
show filter status {ethl | eth2 | eth3}

new filter Filter

deletefilter Filter

show filter Filter

show filter status{ethl | eth2 | eth3} Filter

REL480 480
Filter show running

in HIiPER
out HiPER
filter_name
ethl LAN
eth2 WAN
eth3 WAN2/DMZ WAN
/ Filter test
new filter in/test
1l test  Filter
delete filter in/test
1l test  Filter

show filter in/test
/ LAN Filter



2.2

2.2.1

2.2.2

2.2.3

show filter stauts ethl

Filter

Filter

set filter {in | out}/ filter_name type{ip | ipssg | generic}

set filter {in | out}/filter_name type filter
ip Filter IP Filter
ipssg Filter IPSSG Filter
generic Filter IPSSG Filter
1l IPSSG Filter test

set filter in/test type ipssgy

Filter

set filter {in |out}/ filter_name forward{yes|no}
set filter {in | out}/filter_name forward Filter

Yes
No

1l test
set filter in/test forward yes

IP Filter

set filter {in | out}/filter_name IP { SrcMask S cMask | ScrAddr ScrAddr | DestM ask
DestMask | DestAddr DestAddr | Protocol Protocol | ScrPortCmp {None | Less | Eql |
Gtr | Neg } | SrcPort ScPort | DestPortCmp {None | Less | Eql | Gtr | Neq } |
DestPort DestPort | TcpEstab { Yes | No}}

set filter {in | out}/filter_name I P IP Filter



SrcMask IP
ScMask IP

ScrAddr IP
ScrAddr IP

DestM ask IP
DestMask IP

DestAddr IP
DestAddr IP

Protocol
Protocol UbP 17 TCP 6

0

ScrPortCmp UbP TCP

TCP UDP None— Less— Eql— Gtr—

Neg—
SrcPort UDP TCP TCP

UbP TCP/UDP

Scport TCP UDP 1~65535

DestPortCmp UbP TCP

TCP UDP None— Less— Eql— Gtr—

Neg—
DestPort UDP  TCP TCP

UbDP TCP/UDP

DestPort TCP  UDP 1~65535

TcpEstab TCP TCP Yes—

No— No

IP IP
SrcMask  ScrAddr IP DestMask

DestAddr IP

1

2)

3)

TCP/IP
1 0
SrcMask 255.255.255.255 ScrAddr
IP
IP SrcMask

ScrAddr IP IP
192.168.1.1 192.168.1.31 SrcMask 255.255.255.224
SrcMask 0.0.0.0 ScrAddr 0.0.0.0 P

“TCP” " UDP Protocol 6 17
1 0”



SrcPort SrcPortCmp DestPort

DestPortCmp
1) SrcPort SrcPortCmp

Eql
2)
srcPort

a
SrcPortCmpp Gtr

b) srcPort

SrcPortCmp Less

FTP Port:21 TELNET Port:23 SMTP Port:25
DNS Port:53 FINGER Port:79 HTTP Port:80
POP3 Port:110 NNTP Port:119 SNMP Port:161

4. TCP
TCP TCP

TCP
TcpEstab No TcpEstab
Yes TCP

Internet  telnet
TCP TcpEstab Yes

telnet Internet

1l Filter IP 192.168.1.1 192.168.1.31

new filter in/1

st filter in/1 type ip

set filter in/1 forward yes

set filter in/1 ip srcmask 255.255.255.224
set filter in/1 ip srcaddr 192.168.16.1

2
/) Filter 209.247.228.201
new filter in/a
set filter infatypeip
set filter in/aforward no
set filter in/aip destmask 255.255.255.255

set filter infaip destaddr 209.247.228.201

255.255.255.255

3

I Filter 1863



2.2.4

new filter in/2
set filter in/2 type ip
set filter in/2 forward no
set filter in/2 ip protocol 6
set filter in/2 ip destportcmp eql
set filter in/2 ip destport 1863

4
1l Filter 4600 4800
4600 4800
4600 4800
4800
/) 4600
new filter in/3

set filter in/3 type IP

set filter in/3 forward yes

set filter in/3 ip protocol 6

set filter in/3 ip destportcmp less
set filter in/3 ip destport 4600

1l 4800
new filter in/4
set filter in/4 type IP
set filter in/4 forward no
set filter in/4 ip protocol 6
set filter in/4 ip destportcmp less
set filter in/4 ip destport 4800

GENERIC Filter

set filter {in | out}/filter_name Generic{ Offsat Offset | Length Length | Mask Mask |
Value Value | Compare{ Equals | NotEquals} |More{Yes|No}}

set filter {in |out}/ filter_name Generic GENERIC Filter

Offset

Offset 0-1500

Length
Length 0-8

Mask
Mask 16 value



Value Value Mak *“ 17

2 13 Oll 2
Value 16
Compare Equals—
NotEquals— Equals
More Yes— No—
Yes
Generic Filter Filter
Offset
Length Vdue Mask
13 l” 2
13 011 2
1
offset = 2
length=8
more = no

compare= equals
mask = Of:ff:ff:ff:00:00:00:f0
value = 07:fe:45:70:00:00:00:90
I Genric
new filter in/test
set filter in/test type generic
set filter in/test forward no
set filter inftest generic offset 2
set filter in/test generic lenth 8
set filter in/test generic more no
set filter in/test generic compare equals
st filter in/test generic mask OfffffffO00000fO
st filter in/test generic value 07fe457000000090

/) 2A 3197 FE 45701222 3399B480 75
Generic Filter offset 2 length
8 97 8 10
8 Mask “ 17 “ o



2.2.5

DA R R \ mELERSTEN

I | T I
ZA 31 97 FE 45 70 12 22 33 99 B4 80 75
Mash sesscsmeaes=s oF FF FF FF 00 00 00 FO

B AMaskEigRlER -~ 07 FE 45 70 00 00 00 90
ANHBEHAE  ------87 FE 45 70 00 00 00 90
| PSSG Filter

set filter {in | out}/filter_name IPSSG {TimeRange Time Name | EType EType |
ENeq { Equals | NotEquals} | SMac SMac | SNeg {Equals | NotEquals} | DMac
DMac| DNeg { Equals | NotEquals} | SrcMask ScMask | SrcAddr ScAddr | SrcFrom
ScFrom | SrcEnd ScEnd | DestMask DestMask | DestAddr DestAddr | DestFrom
DestFrom | DestEnd DestEnd | Protocol Protocol | SrcPortCmp {None | Less | Eql |
Gtr | Neq } | SrcPort ScPort | SportFrom SportFrom | SportEnd SPortEnd |
DestPortCmp {None | Less | Eql | Gtr | Neq } | DestPort DestPort | DportFrom
DportFrom | DportEnd DportEnd | TcpEstab {Yes | No} }

set filter {in | out}/filter_name | PSSG IPSSG Filter

TimeRange

Time_Name 2.2.6

EType
EType 16 0

ENeq Equals—
NotEquals—
SMac MAC

SMac MAC MAC 48 2 16
12

SNeq MAC Equals MAC
NotEquals MAC

DMac MAC
DMac MAC DMac

DNeq MAC Equals MAC
NotEquals MAC



SrcMask IP
ScMask IP

SrcAddr IP
ScAddr IP

SrcFrom P
ScFrom P

SrcEnd IP
ScEnd IP

DestM ask IP
DestMask IP

DestAddr IP
DestAddr IP

DestFrom IP
DestFrom IP

DestEnd P
DestEnd IP

Protocol
Protocol UDP 17 TCP 6
0

SrcPortCmp UDP TCP
TCP UDP None— Less— Eql— Gtr—
Neg—
SrcPort UDP TCP TCP
UDP
ScPort TCP  UDP 1~65535

SportFrom TCP UDP
TCP UDP
SoortFrom TCP  UDP 1~65535

SportEnd TCP UDP TCP
UDP
SoortEnd TCP  UDP 1~65535

DestPortCmp UDP TCP
TCP UDP None— L ess— Eql— Gtr—
Neg—
DestPort UDP TCP TCP
UDP
DestPort TCP  UDP 1~-65535

DportFrom UDP TCP
TCP  UDP
DportFrom TCP  UDP 1~65535



DportEnd UDP TCP
TCP UDP
DportEnd TCP  UDP 1~65535
TcpEstab TCP TCP Yes—
No—
1 IP IP
SrcMask  SrcAddr IP DestM ask
DestAddr IP Filter 223 IPFilter
SrcFrom  SrcEnd IP DestFrom
DestEnd IP IP
1) DestFrom  DestEnd IP
2) IP DestFrom
DestEnd IP
218.1.1.2 218.1.15 DestFrom  DestEnd 218.1.1.2
218.1.1.5
2.
“TCP” * UDP Protocol 6 17
13 0”
SrcPort  SrcPortCmp DestPort
DestPortCmp IP Filter 2.2.3 IPFilter
SportFrom  SportEnd DportFrom
DportEnd
1 DportFrom  DportEnd
2)
a
DportFrom DportEnd
b)
DportFrom DportEnd 65535
c)
DportFrom 0 DportEnd
3. TCP
TCP IP Filter 2.2.3 IPFilter



MAC MAC

SMac SNeq MAC DMac Dneq
MAC MAC
SNeq Equals MAC MAC
SNeq NotEquals MAC MAC
REL460 460
SrcFrom [ IPl SrcEnd[ IP] DestFrom [ IP] DestEnd [
IP] SportFrom [ ] SportEnd [ ] DportFrom [
] DportEnd | ]
1
1 Filter IP 192.168.1.1 192.168.1.31

new filter in/permitl

st filter in/permitl type ipssg

set filter in/fpermitl forward yes

set filter in/permitl ipssg srcfrom 192.168.1.1
set filter in/permitl ipssg srcend 192.168.1.31

2
1 Filter
new filter in/denyportl
set filter in/denyportl type ipssg
set filter in/denyportl forward no
set filter in/denyportl ipssg protocol 6
set filter in/denyportl ipssg dportFrom 4600
set filter in/denyportl ipssg dportEnd 4800

4600 4800

3
/I Filter MAC 00:07:95:a8:1c:3d

new filter in/denymacl

set filterin/denymacl type ipssg

set filter in/denymacl forward no

set filter in/denymacl ipssg smac 000795a81c3d

set filter infdenymacl ipssg sneq equals
4
/) Filter IPPMAC IP 192.168.1.150
MAC 004c5aeef cff
new filter in/bindingl



2.2.6

set filter in/bindingl type ipssg
set filter in/bindingl forward no
set filter infbindingl ipssg sremask 255.255.255.255
set filter in/bindingl ipssg srcaddr 192.168.1.150
set filter in/bindingl ipssy smac 004c5aeefcff
set filter in/bindingl ipssgy sneq notequlas
440 IPPMAC 4

new TimeRange/Time Name

set TimeRange/Time_Name { Enabled | Disabled }

set TimeRange/Time_Name { TmStart datel timel| TmStop date2 time2}

set TimeRange/Time Name {1stperiod | 2ndperiod | 3rdperiod | 4thperiod |
Sthperiod | 6thperiod | 7thperiod | 8thperiod } {Type days of week | Begin
begin_time] End end_time}

delete TimeRange/Time_Name

new TimeRange
set TimeRange
delete TimeRange

Time_Name
TmStart
datel - - 1990-1-1
timel : : 24

0:00:00
TmStop date2 time2
1990-1-1 0:00:00
lstperiod 2ndperiod 3rdperiod 4thperiod 5thperiod 6thperiod 7thperiod
8thperiod 8
Type
days of week None Everyday
Monday Tuesday Wednesday Thursday Friday Saturday Sunday Weekday
Weekend Monday Tuesday Wednesday Thursday Friday Saturday
Sunday

Everyday Weekday



Weekend None

Begin
begin_time : : 24

End
end time begin_time

8
TmStart  TmStop
Begin  End
Type
HiPER sntp sntp
time-zone
1)
set system datatime yyyy-mm-dd hh; mm;ss
2)
a)
set system timezone timezone
b) sntp
set ip sntp enabled { Yes | No}
Yes No No
No
) stp IP 3 sip
set ip sntp { 1stsntpserver | 2ndsntpserver |3rdsntpserver } sntpserver_IP
1l
1 2004 12 27 2 30 15

set system datatime 2004-12-27 12:30:15

1l
/l HIPER sntperver 1P 192.43.244.18
129.6.15.28
set system time zone UTC+0800
set ip sntp enabled Yes
set ip sntp 1stsntpserver 192.43.244.18
set ip sntp 2ndsntpserver 129.6.15.28

1



2.3

3.1

I work 2004
new timerange/work
set timerange/work Tmstart 2004-1-1  0:00:00

set timerange/work Tmstop 2004-12-31 23:59:59
/) 2 09:00:00 11:59:59
13:00:00 17:59:59
set timerange/work 1stperiod type weekday
set timerange/work 1stperiod begin 09:00:00
set timerange/work 1stperiod end 11:59:59
set timerange/work 2ndperiod type weekday
set timerange/work 2ndperiod begin 13:00:00
set timerange/work 2ndperiod end 17:59:59

Il
Il free

delete timerange/free

/ Filter

set interface ethernet/{1| 2| 3} IPFilter {Enabled | Disabled}

Filter

1 Filter LAN
2 Filter WAN
3 Filter WAN2/DMZ WAN
Enabled Filter
Disabled Filter

Filter Filter Filter
Filter
/I LAN Filter

set interface ethernet/1 IP Filter Enabled

Filter



3.2

© N MWD PRE

1 Filter
2 Filter
3 Filter
4 Filter
2.
HiPER
Filter
1l
new filter in/other
set filter in/other type GENERIC
set filter in/other forward yes
3. Filter
Filter Filter
Filter Filter
Il LAN Filter
set interface ethernet/1 |P Filter Enabled
4,
Write
Filter
1.4 Filter
Filter
Filter
Filter

Generic

1 2 3 4

other

Write

HiPER
Filter



3.3

a s w DN

new filter in/1

new filter in/2

new filter in/3

new filter in/4

new filter in/fGeneric

set interface ethernet/1 ip filter enabled

3
filter

set interface ethernet/1 ip filter disabled

Generic
deleteete filter in/Generic

4 3
deleteete filter in/4
deleteete filter in/3

5
new filter in/5
4 3
new filter in/3
new filter in/4
Generic

new filter in/fGeneric

filter
set interface ethernet/1 ip filter enabled

write

Filter

Filter



4.1

Filter

Generic
new filter in/1

new filter in/2
new filter in/3
new filter in/4
new filter in/Generic

set interface ethernet/1 ip filter enabled

2
filter
set interface ethernet/1 ip filter disabled
Generic
deleteete filter in/Generic
4 3 2

deleteete filter in/4
deleteete filter in/3
deleteete filter in/2
new filter in/3

new filter in/4

Generic
new filter in/fGeneric

filter
set interface ethernet/1 ip filter enabled

write

Filter

1 2 3 4



41.1 1

1
IP Filter
" http://www.playboy.com  http://www.cnn.com
www.playboy.com IP 209.247.228.201
WWW.chn.com IP 64.236.24.12
/! www.playboy.com
1l filter 1
new filter in/1
set filter in/1 typeip
set filter in/1 forward no
I IP 209.247.228.201 IP
set filter in/1 ip destmask 255.255.255.255 255.255.255.255

set filter in/1 ip destaddr 209.247.228.201

/1 WWW.CNN.com

I filter 2
new filter in/2
st filter inf2 type ip
set filter in/2 forward no

1l IP 64.236.24.12
set filter in/2 ip destmask 255.255.255.255
set filter in/2 ip destaddr 64.236.24.12

I
new filter in/3
set filter in/3 type generic
set filter in/3 forward yes

/I LAN Filter
set interface ethernet/1 ip filter enabled

Il
write

412 2

202.0.0.0/8 218.0.0.0/8 211.0.0.0/8



1l 202.0.0.0/8
1l filter 1
new filter in/1
set filter in/1 typeip
set filter in/1 forward yes
I IP 202.0.0.0/8 IP

set filter in/1 ip destmask 255.0.0.0 C
et filter in/1 ip destaddr 202.0.0.0

I 218.0.0.0/8

1l filter 2
new filter in/2
set filter in/2 typeip
set filter in/2 forward yes

I 218.0.0.0
set filter in/2 ip destmask 255.0.0.0
set filter in/2 ip destaddr 218.0.0.0

I 211.0.0.0/8

1l filter 3
new filter in/3
set filter in/3 typeip
set filter in/3 forward yes

I 211.0.0.0
set filter in/3 ip destmask 255.0.0.0
set filter in/3 ip destaddr 211.0.0.0

I

1l filter 4
new filter in/4
set filter in/4 typeip
set filter in/4 forward no

I 0.0.0.0 IP
set filter in/4 ip destmask 0.0.0.0 0.0.0.0
set filter in/4 ip destaddr 0.0.0.0 0.0.0.0

1l
new filter in/5
set filter in/5 type generic
set filter in/5 forward yes

/I LAN Filter
set interface ethernet/1 ip filter enabled

/!
write



4.2 |P

421 | nter net I nter net
3
192.168.1.0/24 192.168.1.1/24----192.168.1.31/24
IP
IP Filter Srcmask[ IP ] Srcaddr[ IP ]
IP
I/ IP 192.168.1.1/24----192.168.1.31/24
I filter 1
new filter in/1

st filter in/1 typeip
set filter in/1 forward yes
1l IP IP IP
set filter in/1 ip srcmask 255.255.255.224 28
set filter in/1 ip srcaddr 192.168.1.1

1l
1l filter 2
new filter in/2
st filter inf2 type ip
set filter in/2 forward no
1l IP P IP
set filter in/2 ip srcmask 255.255.255.0
set filter in/2 ip srcaddr 192.168.1.50

1l
new filter in/3
set filter in/3 type generic
set filter in/3 forward yes

/I LAN Filter
set interface ethernet/1 ip filter enabled

/!
write

IPSSG Filter SrcFrom[ IP ] SrceEnd IP
IP

1 P 192.168.1.1/24----192.168.1.31/24



1 filter 1
new filter in/1
st filter in/1 type ipssg
set filter in/1 forward yes
1l IP IP P
st filter in/1 ipssg srcfrom 192.168.1.1
st filter in/1 ipssg srcend 192.168.1.31

1l 192.168.1.32/24----192.168.1.254/24
1l filter 2

new filter in/2

st filter in/2 type ipssg

set filter in/2 forward no
1l IP IP

st filter in/2 ipssg srcfrom 192.168.1.32

st filter in/2 ipssg srcend 192.168.1.254

1l

new filter in/3
set filter in/3 type generic
set filter in/3 forward yes

/I LAN Filter
set interface ethernet/1 ip filter enabled

1

write
4.3
431 1 M SN
4 MSN
MSN 6.2 TCP 1863 TCP 443
/! 1863
new filter in/1

set filter in/1 type IP

set filter in/1 forward no

set filter in/1 ip protocol 6

set filter in/1 ip destportcmp eql
set filter in/1 ip destport 1863

I 443
new filter in/2

MSNG.2



set filter in/2 type IP

set filter in/2 forward no

set filter in/2 ip protocol 6

set filter in/2 ip destportcmp eql
set filter in/2 ip destport 443

1l
new filter in/3
set filter in/3 type generic
set filter in/3 forward yes

/I LAN Filter
set interface ethernet/1 ip filter enabled

/I
write

4.3.2 2 /

HiPER TCP 135 137 139 445 1025 5554 9996

I TCP 135
new filter in/1
st filter in/1 typeip
set filter in/1 forward no
set filter in/1 ip protocol 6
set filter in/1 ip destport 135
set filter in/1 ip destportcmp eql

1l TCP 137
new filter in/2
set filter in/2 typeip
set filter in/2 forward no
set filter in/2 ip protocol 6
set filter in/2 ip destport 137
set filter in/2 ip destportcmp eql

I TCP 139
new filter in/3
st filter in/3 type ip
set filter in/3 forward no
set filter in/3 ip protocol 6
set filter in/3 ip destport 139
set filter in/3 ip destportcmp eql



I TCP 445
new filter in/4
st filter in/4 type ip
set filter in/4 forward no
set filter in/4 ip protocol 6
set filter in/4 ip destport 445
set filter in/4 ip destportcmp eql

/1 TCP 1025
new filter in/5
set filter in/5 typeip
set filter in/5 forward no
set filter in/5 ip protocol 6
set filter in/5 ip destport 1025
set filter in/5 ip destportcmp eql

I TCP 5554
new filter in/6
set filter in/6 typeip
set filter in/6 forward no
set filter in/6 ip protocol 6
set filter in/6 ip destport 5554
set filter in/6 ip destportcmp eql

1l TCP 999
new filter in/7
set filter in/7 typeip
set filter in/7 forward no
set filter in/7 ip protocol 6
set filter in/7 ip destport 9996
set filter in/7 ip destportcmp eql

I
new filter in/8
set filter in/8 type generic
set filter in/8 forward yes

/I LAN Filter
set interface ethernet/1 ip filter enabled

/!
write

4.3.3 3 QQ

6
I Build 12.73.8044 QQ

61.144.238.146

QQ

QQ2004



1

61.144.238.145
61.141.194.203
219.133.38.5
219.133.38.43
219.133.38.44
219.133.38.45
219.133.38.47
219.133.38.141
219.133.38.230
219.133.40.215
219.133.40.216
202.104.129.251
202.104.129.252
202.104.129.253
202.104.129.254
218.18.95.153
218.17.209.23

new filter in/1

set filter in/1 type IP

set filter in/1 forward No

set filter in/1 ip destMask 255.255.255.255
set filter in/1 ip destAddr 61.144.238.145

new filter in/2

set filter in/2 type IP

set filter in/2 forward No

set filter in/2 ip destMask 255.255.255.255
set filter in/2 ip destAddr 61.144.238.146

new filter in/3

set filter in/3 type IP

st filter in/3 forward No

set filter in/3 ip destMask 255.255.255.255
set filter in/3 ip destAddr 61.141.194.203

new filter in/4

set filter in/4 type IP

set filter in/4 forward No

set filter in/4 ip destMask 255.255.255.255
set filter in/4 ip destAddr 219.133.38.43

new filter in/5
set filter in/5 type IP
set filter in/5 forward No



set filter in/5 ip destMask 255.255.255.255
set filter in/5 ip destAddr 219.133.38.44

new filter in/6

set filter in/6 type IP

set filter in/6 forward No

set filter in/6 ip destMask 255.255.255.255
set filter in/6 ip destAddr 219.133.38.45

new filter in/7

set filter in/7 type IP

set filter in/7 forward No

set filter in/7 ip destMask 255.255.255.255
set filter in/7 ip destAddr 219.133.38.47

new filter in/8

set filter in/8 type IP

set filter in/8 forward No

set filter in/8 ip destMask 255.255.255.255
set filter in/8 ip destAddr 219.133.40.215

new filter in/9

set filter in/9 type IP

set filter in/9 forward No

set filter in/9 ip destMask 255.255.255.255
set filter in/9 ip destAddr 219.133.40.216

new filter in/10

set filter in/10 type IP

set filter in/10 forward No

set filter in/10 ip destMask 255.255.255.255
set filter in/10 ip destAddr 202.104.129.251

new filter in/11

set filter in/11 type IP

set filter in/11 forward No

st filter in/11 ip destMask 255.255.255.255
set filter in/11 ip destAddr 202.104.129.252

new filter in/12

set filter in/12 type IP

set filter in/12 forward No

set filter in/12 ip destMask 255.255.255.255
set filter in/12 ip destAddr 202.104.129.253

new filter in/13
set filter in/13 type IP
set filter in/13 forward No



set filter in/13 ip destMask 255.255.255.255
set filter in/13 ip destAddr 202.104.129.254

new filter in/14

set filter in/14 type IP

set filter in/14 forward No

set filter in/14 ip destMask 255.255.255.255
st filter in/14 ip destAddr 219.133.38.5

new filter in/15

set filter in/15 type IP

set filter in/15 forward No

set filter in/15 ip destMask 255.255.255.255
set filter in/15 ip destAddr 219.133.38.141

new filter in/16

set filter in/16 type IP

set filter in/16 forward No

set filter in/16 ip destMask 255.255.255.255
set filter in/16 ip destAddr 218.18.95.153

new filter in/17

set filter in/17 type IP

set filter in/17 forward No

set filter in/17 ip destMask 255.255.255.255
set filter in/17 ip destAddr 219.133.38.230

new filter in/18

set filter in/18 type IP

set filter in/18 forward No

set filter in/18 ip destMask 255.255.255.255
set filter in/18 ip destAddr 218.17.209.23

1
new filter in/19
st filter in/19 type generic
set filter in/19 forward yes

/I LAN Filter
set interface ethernet/1 ip filter enabled

/!
write

4.4 Filter

Filter Filter



IPSSG Filter
441
7 IP
2006 12 31 23:59:59
1. 09:00:00
2 13:00:00
1. 00:00:00
2. 12:00:00
3. 18:00:00
4, 00:00:00
/! 1—
/! worktime

new timerange/worktime

Filter

IP Filter

Inter net

192.168.1.114

11:59:59
17:59:59

08:59:59
12:59:59
23:59:59
23:59:59

2005

Internet
09:00:00 11:59:59

2006 1 1

set timerange/worktime Tmstart 2005-1-1  0:00:00
set timerange/worktime Tmstop 2005-12-31 23:59:59

I 1

set timerange/worktime 1stperiod type weekday

set timerange/worktime 1stperiod begin 09:00:00
set timerange/worktime 1stperiod end 11:59:59

1l 2

set timerange/worktime 2ndperiod type weekday

set timerange/worktime 2ndperiod begin 13:00:00

set timerange/worktime 2ndperiod end 17:59:59

I 2—

/! freetime

new timerange/freetime

2005

set timerange/freetimeT mstart 2005-1-1  0:00:00
set timerange/freetime Tmstop 2005-12-31 23:59:59

I 1

set timerange/freetime 1stperiod type weekday

set timerange/freetime 1stperiod begin 00:00:00

set timerange/freetime 1stperiod end 08:59:59

FTP
2005
1:00:00 5:59:59



1 2
set timerange/fregtime 2ndperiod type weekday
set timerange/freetime 2ndperiod begin 12:00:00
set timerange/freetime 2ndperiod end 12:59:59
1l 3
set timerange/freetime 3rdperiod type weekday
set timerange/freetime 3rdperiod begin 18:00:00
set timerange/freetime 3rdperiod end 23:59:59
1 4
set timerange/freetime 4thperiod type weekend
set timerange/freetime 4thperiod begin 00:00:00
set timerange/freetime 4thdperiod end 23:59:59

/1 IP 192.168.1.114
FTP TCP:21
new filter in/1
st filter in/1 type ipssg
set filter in/1 forward no
set filter in/1 ipssg timerange worktime
set filter in/1 ipssg srcmask 255.255.255.255
set filter in/1 ipssg srcaddr 192.168.1.114
set filter in/1 ipssg protocol 6
set filter in/1 ipssg destport 21
set filter in/1 ipssg destportcmp Eql

1l IP 192.168.1.114

new filter in/2

set filter in/2 type ipssg

set filter in/2 forward yes

set filter in/2 ipssg timerange worktime

set filter in/2 ipssg sremask 255.255.255.255
set filter in/2 ipssg srcaddr 192.168.1.114

I Internet
new filter in/3
set filter in/3 type ipssg
set filter in/3 forward no
set filter in/3 ipssg timerange freetime
set filter in/3 ipssg srcmask 255.255.255.255
set filter in/3 ipssg srcaddr 192.168.1.114

1l
new filter in/4
set filter in/4 type generic
set filter in/4 forward yes

1l LAN Filter

FTP



set interface ethernet/1 ip filter enabled

Il
write



|P

IP 0 Internet Protocol

ICMP 1 Internet Protocol Message Protocol
IGMP 2 Internet Group Management

GGP 3 Gateway-Gateway Protocol

TCP 6 Transmission Control Protocol
EGP 8 Exterior Gateway Protocol

IGP 9 Interior Gateway Porotocl

PUP 12 PARC Universal Packet Protocol
UDP 17 User Datagram Protocl

HMP 20 Host Monitoring Protocol
XNS-IDP 22 Xerox NS IDP

RDP 27 Reliable Datagram Protocol

GRE 47 General Routing Encapsulation
ESP 50 Encap Security Payload

AH 51 Authentication Header

RVD 66 MIT Remote Virtual Disk

EIGRP 88 Enhandced Interior Gateway Routing Portocol
OSPF 89 Open Shortest Path First




TCP/UDP

echo 7 tcp

echo 7 udp

discard 9 tcp

discard 9 udp

systat 1 tcp Active users

systat n udp Active users

daytime 13 tcp

daytime 13 udp

gotd 17 tcp Quote of the day

gotd 17 udp Quote of the day

chargen 19 tcp Character generator
chargen 19 udp Character generator
ftp-data 20 tcp FTP, data

ftp 21 tcp FTP. control

telnet 23 tcp

smtp 25 tcp Simple Mail Transfer Protocol
time 37 tcp timserver

time 37 udp timserver

rp 39 udp Resource Location Protocol
nameserver 42 tcp Host Name Server
nameserver 42 udp Host Name Server

nicname 43 tcp whois

domain 53 tcp Domain Name Server
domain 53 udp Domain Name Server
bootps 67 udp Bootstrap Protocol Server
bootpc 68 udp Bootstrap Protocol Client
tftp 69 udp Trivid File Transfer

gopher 70 tcp

finger 79 tcp

http 80 tcp World Wide Web

kerberos 88 tcp Kerberos

kerberos 88 udp Kerberos

hostname 101 tcp NIC Host Name Server
iso-tsap 102 tcp ISO-TSAP Class 0

rtelnet 107 tcp Remote Telnet Service
pop2 109 tcp Post Office Protocol - Verson 2
pop3 110 tcp Post Office Protocol - Version 3




sunrpc m tcp SUN Remote Procedure Call
sunrpc 11 udp SUN Remote Procedure Call
auth 113 tcp | dentification Protocol
uucp-path 117 tcp

nntp 119 tcp Network News Transfer Protocol
ntp 123 udp Network Time Protocol
epmap 135 tcp DCE endpoint resolution
epmap 135 udp DCE endpoint resolution
netbios-ns 137 tcp NETBIOS Name Service
netbios-ns 137 udp NETBIOS Name Service
netbios-dgm 138 udp NETBIOS Datagram Service
netbios-ssn 139 tcp NETBIOS Session Service
imap 143 tcp Internet M essage Access Protocol
pcmail-srv 158 tcp PCMail Server

snmp 161 udp

snmptrap 162 udp SNMP trap

print-srv 170 tcp Network PostScript

bgp 179 tcp Border Gateway Protocol

irc 194 tcp Internet Relay Chat Protocol
ipX 213 udp IPX over IP

Idap 389 tcp Lightweight Directory Access Protocol
https 443 tcp MCom

https 443 udp MCom

microsoft-ds 445 tcp

microsoft-ds 445 udp

kpasswd 464 tcp Kerberos (v5)

kpasswd 464 udp Kerberos (v5)

isakmp 500 udp Internet Key Exchange

exec 512 tcp Remote Process Execution
biff 512 udp

login 513 tcp Remote Login

who 513 udp

cmd 514 tcp

syslog 514 udp

printer 515 tcp

tak 517 udp

ntalk 518 udp

efs 520 tcp Extended File Name Server
router 520 udp route routed

timed 525 udp

tempo 526 tcp

courier 530 tcp




conference 531 tcp

netnews 532 tcp

netwall 533 udp For emergency broadcasts

uucp 540 tcp

klogin 543 tcp Kerberos login

kshell 544 tcp Kerberos remote shell

new-rwho 550 udp

remotefs 556 tcp

rmonitor 560 udp

monitor 561 udp

Idaps 636 tcp LDAP over TLS/SSL

doom 666 tcp Doom |d Software

doom 666 udp Doom |d Software
kerberos-adm |749 tcp Kerberos administration
kerberos-adm |749 udp Kerberos administration
kerberos-iv 750 udp Kerberos version IV

kpop 1109 tcp Kerberos POP

phone 1167 udp Conferencecalling

ms-sql-s 1433 tcp Microsoft-SQL-Server

ms-sql-s 1433 udp Microsoft-SQL-Server

ms-sgl-m 1434 tcp Microsoft-SQL-Monitor
ms-sgl-m 1434 udp Microsoft-SQL-Monitor

wins 1512 tcp Microsoft Windows Internet Name Service
wins 1512 udp Microsoft Windows Internet Name Service
ingresiock 1524 tcp

12tp 1701 udp Layer Two Tunneling Protocol
pptp 1723 tcp Point-to-point tunnelling protocol
radius 1812 udp RADIUS authentication protocol
radacct 1813 udp RADIUS accounting protocol
nfsd 2049 udp NFS server

knetd 2053 tcp Kerberos de-multiplexor

man 9535 tcp Remote Man Server




